Baumanue!
TeaedoHnHble MOIIEHHUKHA!

B ycnoBusix pa3zButus LU(POBOH IKOHOMHUKH, IEKTPOHHBIX IJIATEKHBIX
CUCTEM MEPCOHAIBHBIX JJIEKTPOHHBIX YCTPOMCTB M VHTEpHETa CTPEMHUTEINBHO
BO3POCIIO KOJIMYECTBO COBEPLICHHBIX C UX UCIIOJIb30BaHUEM IPECTYILIICHUN.

MOIIEHHUKN yYMEJIO UCIHOJIb3YIOT BCIO JIOCTYNHYIO HWHGOpMAIUIO U
COBPEMEHHbBIE TEXHOJIOTHHU, pa30uparoTcs B TICHUXOJOTHHU JIIOJEH, BBIHYXas
XKEPTBY pPACKphIBaTh BCIO MH(oOpMaiuio o cede aubo coBepiiaTh TE€ WIW HHbBIC
JEHUCTBUS, UCIIOJIB3YIOT 4YeNIOBEYECKHUE CIabO0CTH, YyBCTBA B CBOMX KOPBICTHBIX
UHTEpecax.

Jiss npopMJIAKTHKH M IIpPeAyNnpeRIeHrs] NMPOTHBONPABHbIX
AEMCTBMHM 10 JMCTAHINMOHHOMY XMIIEHHIO JIEHEKHBIX CPEJACTB
BasKHO 3HATH CJCAVIOIIECC.

CorpyaHuku OaHka mo TejiepOHY WJIHM B IJIEKTPOHHOM MNHUCHbME He
3anpamuBaloT:

— TepCOoHaJbHBIE CBEACHUS (CepUsi U HOMEP MaclopTa, aApec PerucTpaiui,
uMsl 1 (paMUJTUsl BiIaJieliblia KapThl);

— pekBu3nTHI, cpok aeicteus, [IMH - u CVV-koap1l 6aHKOBCKHUX KapT;

—  maponu  wi  koabl U3  CMC-cooOmieHuil i MOATBEPKICHUS
(hMHAHCOBBIX OMNEpalUii UK UX OTMEHBI;

— JIOTHH W TapoJib JIJIsl BXOJa B TUYHBIN KaOWHET KJIMeHTa OaHKa.

CoTpyaHuky 0aHKaA TaK:Ke He NMpeaiaramT:

— YCTaHOBUTH MPOTPaMMbl YIAJIEHHOTO JOCTyna (WJIM HHBIE CTOPOHHUE
MIPUJIOKEHUS) HA MOOMIIBHOE YCTPOMCTBO M Pa3peliuTh MOAKIIOYCHUE K HUM IO/
MPEIIOrOM TEXHUYCCKOU MOACPIKKY (HaIpUMep, yIaICHUE BUPYCOB);

— mepeuTu 1o ccpiike 3 CMC-cooOrieHus;

— BKIIOYHUTH Tepeajpecaluio Ha TelieoHe KIUEHTAa, JJIsi COBEPIICHUS
B JIaJIbHEHIIIEM 3BOHKA OT €TI0 HMCHH B OaHK;

— M0l UX PYKOBOJCTBOM IE€PEBECTH JJIsi COXPAHHOCTH JICHEKHbBIE CPEJICTBA
Ha «3allUIIEHHBIEY» WIIH «0e30IMacHbIe» CUETA;

— 3aiTh B oOHJaiH-kaOumHeT 10 ccbuike u3 CMC-cooOmieHust win
3JEKTPOHHOTO MUChMA.

bank moocem unuyuuposams 06u4euue C KIAUEHMOM MmOJAbKO O0J14
KOHchlbIndl(uﬁ no npedocmawmeMbm yciyzam. Hpu Iimom 360HKU
coeepuiaromcia ¢ HOMEPOB, YKA3AHHbIX HaA oﬁopomnoz? Cmopone Kapmbl, Ha
od)uuuaﬂbuux caumax u 0AHKOBCKUX 00Kymeumax. Hnuole HOoMmeéepa He umerom
HUKAKO020 OMHOWIEHUA K 6am<y.



YTo0bl HEe CTATH KEPTBOW JUCTAHIIMOHHOTO MOIIIEHHUYECTBA CJielyeT
HCIO0JIb30BAaTh TOJbKO 0UIHATbHbIE KAHAJIBI CBSI3H:

— (opMBbI 00paTHOM CBSI3U Ha caliTe 0aHKa U B MOOHJILHOM IPUIIOKCHUH;

— Tene(OoHBI TOPSYHX JIMHUH;

— TPYMIBI WK 9aT-00ThI B MECCEHDKepax (€CIIM TaKOBbIE UMEIOTCS).

BaxHO MOMHHTB, YTO MOOWMIIbHBIC MTPHIIOKECHUS OAHKOB CJICyeT CKaYUBaTh
yepe3 oduimanbabie Marasuabl (App Store, Google Play u T.11.).

HeoOxoqumo  y4yuTBHIBATH, 4YTO  JIep:KaTelb  KapThl  00si3aH
CaMOCTOSITEILHO 00ecTeduTh KOHPUIEHIINATBHOCTH €€ PEKBU3UTOB M B 3TOii
CBAI3U M30erarth:

— TOJKIIIOUeHUs K oOmenocTynHabiM cetssm Wi-Fi;

— wucnonp3oBanus [ITMH- wim CVV-ko#oB mpu 3aKka3e TOBApOB U yCIyT
yepe3 ceTh «MHTepHEeT», a Takxke 1o Tenedony (pakcy);

— COoOOIIeHNsT Ha3BaHHBIX KOJOB TPETHUM JMIAaM (B MPOTHBHOM CIIydae
ar00ble  OomepalM, COBEPUICHHbIE C HX  HCIOJIB30BAHMEM, CUUTAIOTCA
BBITIOJIHEHHBIMU CaMUM JIEp>KaTeieM KapThl U HE MOTYT OBITh OMPOTECTOBAHBI).

Ilpu wucnonb30oBaHMUM 0aHKOMATOB OTAAaBaiiTe IpeaNOYTEHHE TeM,
KOTOpbIe YCTAHOBJECHbl B  3alUMINEHHBIX MecTax (HampuMmep, B
rocy4pe:xaeHusx, opucax 0aHKOB, KPYNHBIX TOProBbixX Henrpax). Illepexa ero
HCI0JIb30BAHMEM, OCMOTPHUTE U YOeaAuTeCh, YTO:

— BCE ONIEpaluy, COBEPIIAEMBIE TPEABIIYIIUM KIMEHTOM, 3aBEPILICHBL;

— Ha KJIaBUAType M B MECTE Ui IIpUeéMa KapT HET JOIOJHUTEIIbHBIX

YCTPOWCTB;
— OTCYTCTBYIOT HEMCIIPABHOCTH U UHBIE IIOBPEKICHHUS.

CoBepuiasg onepanmm, He NPUCJIVIIMBAHTECH K COBeTAM
HEe3HAKOMBIX JIOJIeH U He IPUHUMANTE HX MOMOIb.

IIpu ucnosb3oBaHuM COTOBLIX TesedoHOB (cMapTdoOHOB) colJr0AaliTE
cJieayronme nNpaBuJia:

— TIpW YCTaHOBKE MOOMIIBHBIX IPHUJIOKECHHH oOpalaiTe BHUMAaHHE Ha
MOJTHOMOYHSI, KOTOPbIE OHU 3amlpalinBaroT. byabTe 0COOCHHO OCTOPOXKHBI, €CIU
MPUJIOKEHUE TIPOCUT TMpaBa HAa UYTCHHE AQJAPECHONM KHUTH, OTIIPABKY
CMC-coo0bmieHnit 1 MHBIX YBEIOMIICHHH, TOCTYN K ceTH «MHTepHET;

— OTKJIIOYMTE B HACTPOMKAaX BO3MOKHOCTh MCIIOJb30BAaHHUS T'OJIOCOBOTO
yIpaBJeHuUsl pu 3a0JIOKUPOBAHHOM IKPAHE;

— He nepexonute no cchuikam u3 CMC-yBeoMIIeHHM, pa3IMYHbIX YaTOB
¥ MECCEH/I)KEPOB, HE YOCIMBIINCH B UX JIOCTOBEPHOCTHU (II€pE3BAaHUBANTE JIHOISIM
UX TIPUCIIABIINM);

— HE TMEepeyHuCIIiTe IEeHEXKHBIE CpPeJICTBa 3HAKOMBIM, POJCTBEHHHKAMU
¥ ONM3KMM JIMIIaM Ha WX TPOCHOBI O TEPEeBOJIe ACHEXKHBIX cpeiacTB u3 CMC-



YBEJOMJICHHH, pA3IMYHBIX YaTOB M  MECCEHIKEpOB, HE yOeauBIINCH
B UX JIOCTOBEPHOCTH (TIEpEe3BAHUBAINTE JIFOISIM UX MIPHUCIIABILINM);

IIpu UCNoOIBL30BAHNM UHTEPHET-CEPBUCOB, B TOM YMCJIe ISl OKYNIKHA U
MPOJAKH TOBAPOB U OKa3aHus yciayr (AsBurto, lOua u T.nm.) 3amoMHuTEe Pl
NMPOCTHIX MPABUIL:

— HCIOJB3YHTE CPE/ICTBA OOIICHHUS, TPEAOCTABICHHBIC TAHHBIMU CalTaMU;

— HE MEPeXOJuTh Ha «UHIWBHAYaJbHOE» OOIIEHHE C IOCTOPOHHUMU
JIMIIAMH
C MICTIOJIb30BAHUEM JIMYHBIX HOMEPOB Tele(hOHOB,;

— HE IepellaBalTe CBOM IIEPCOHANIBHBIE JAaHHBIE, B TOM 4YHCIA aJpec
MPOKMBAaHUs, KOHTAKTHBIE TelepOHbl, OAHKOBCKUE PEKBU3UTBI U  KOJBI
MOATBEPKACHUS 0AHKOBCKHUX OIEpalinii;

— HCHOJIB3YHTE TOJIBKO MOPSAOK M (OPMBI OIUIATHI, TOJYYCHUS TOBAPOB,
MPEyCMOTPEHHBIE JAHHBIMU UHTEPHET-CEPBUCAMM.

[Ipu omnate ToBapa u ycayr B cetu «MHTEpHET» (0COOEHHO MpU MPUBS3KE
K PETyJISIPHBIM IJIATEXKaM UM aKKayHTaM) TpeOyeTCsl BCEr/la YUUThIBAaTh BHICOKYIO
BEPOSITHOCTh NIEPEXOAA HA IMOJJEIBHBINA CalT, CO3MaHHBIA JUIsI KOMIIPOMETALUU
KJIMEHTCKUX JAHHBIX, BKIIOYAs IUIATEKHbIE KAPTOUHBIEC JAaHHBIE.

JlJis MMHAMM3AaUMM BO3MOKHBIX XHUINEHUHA NMPHU NMPOBEJICHUH ONepanui
C HCNOJIb30BaHNeM ceTH «AHTepHe» peKOMEHAyeTCsl:

- opOopMHUTH BHUPTYaJIIbHYI0 KapTy C YCTAHOBJICHHEM pa3Mmepa
VWH/IMBUIYaJIbHOTO JINMUTA, OTPAHWMYMBAIOLIETO ONEpaldd, B TOM UHCIE C
MCIIOJI30BaHUEM JIPYTUX OAHKOBCKUX KapT;

— BHUMAaTENbHO 4uTaTh TEKCThl CMC-COOOIIEHNN U UHBIX YBEIOMJICHUMN
C KOJAaMH TMOATBEPKACHUN, ITPOBEPSTH PEKBU3UTHI Ollepali. ECiau peKBU3UTHI HE
COBIIAJIAOT, TO TAKOM MapOJib BBOJIUTH HEJIB3S.

Korna 6aHk cuuTaer coBepiiaeMble OT HMMEHHM KJIMEHTa OIepaluu
MOJIO3PUTENHHBIMHA, OH MOXKET MO0 CBOEH WHHUIIMATHBE BPEMEHHO 3a0JOKHpPOBATH
noctyn k cepsucam CMC-0anka u onnaiiH-kabuHeTa. Ecin onepamnmn coBepIeHs!
JepKaTeneM KapThl, s OBICTPOTO BO30OHOBIEHHUS JOCTyNa K JCHEKHBIM
CpeICTBaM JIOCTaTOYHO TTO3BOHUTH B KOHTAKTHBIN IIEHTP OaHKa.

B cayyae yrepm miaum cMeHbl HOMepa TesedoHa, NPUBA3ZAHHOIO K
0aHKOBCKOM KapTe, He00X0AUMO:

— cBsi3aTbes ¢ 0aHKOM Uil oTKIIIoueHus yeiayru CMC-yBenoMieHus;

— 3a0JI0KHpOBaTh CUM-KapTy, OOpaTUBIINUCH K COTOBOMY OIIEPaTOpYy.

Ilpy BO3HMKHOBEHMM MAaJjIeMIIAX IMOJO03PEHUH  HacCYeT
NpeANpPUHUMACMBIX MNONBLITOK COBEPIIEHUS] MOIICHHUYECKHX
NefCTBUH cJieyeT He3aMeJIMTeJbHO YBEAOMJIATH 00 3TOM OaHK.



ITomumo XI/IIIIeHI/Iﬁ ¢ 0aHKOBCKOIO cuyera, CymeCrByeT psax Apyrux ¢xem
MOIIICHHUKOB:

— OOwmas no TenedoHy: TpeOOBaHUE BHIKYIIA WM B3STKH 32 OCBOOOXKICHHE,
SAKOOBI, U3 OTJICJICHUS TTOJIULIUUA 3HAKOMOTO WJIM POJICTBEHHHKA.

— SMS-nipocrba 0 momortu: TpeboBaHNE MEPEBECTU ONMPEICTEHHYIO CYMMY
Ha YKa3aHHBIA HOMEP, UCIIOJIb3YETCsl OOpaIleHUue «MaMay, «IPYyT», «CHIH» U T.II.

— TenedpoHuslii HOMEp — «rpabUTENb»: IUIATHBII HOMEp, 32 OJUH 3BOHOK
Ha KOTOPBII CO CUETa CIMCHIBACTCS JIEHEkKHAsI CyMMa.

— Bremrpeim B otepee, KOTOPYIO, KOOI, MPOBOAUT PATUOCTAHIIMS WU
OIlepaTop CBSI3U: BAaC MPOCIT MPUOOPECTH KApThl SKCIPECC-OIIATBI U COOOLIUTH
KOJbl, JIMOO TEPEBECTH KPYNHYI0 CyMMy Ha CBOW CU€T, a IMOTOM BBECTH
CHELUaIbHBIA KOJI.

— IlpocTori ko OT omeparopa CBS3W: MPEIJIOKEHUE YCIYTH WIH JPYyTrou
BBITOJIBI
— JIOCTaTOYHO BBECTH KOJ, KOTOPBIM HAa CaMOM JEJe CIHUIIET CpeAcTBa ¢ Bamiero
cuéra.

— IlITpadubie caHKIMU W Yrpo3a OTKIIOYEHHUS HOMEpa: SKOOBI, 3a
HapylleHue JOoroBopa ¢ orneparopoM Barieli MOOMIIBHOM CBSI3H.

—  OmuOOoYHBIH nepeBoa CpCACTB: IIPOCAT BCPHYTH ACHBIHM, a IIOTOM
AOIIOJIHUTCIIbHO CHUMAIOT CYMMY II0 YCKY.

— VYcayra, sKoObl, MO3BOJSIOMIAS MOTYYUTh AocTynl K SMS u 3BOHKaM
JAPYroro 4eaoBeKa.

CoburofieHre MPUBEICHHBIX MEP U PEKOMEHIAINI TTO3BOJIUT MPEAOTBPATUTD
CJIy4au AUCTAHIMOHHOTO XUIIEHHUS JEHEKHBIX CPEICTB.

CBoeBpeMeHHOE OOpallleHne B MPABOOXPAHUTEIBHBIE OPraHbl MOXKET
MOMOYb JPYTUM JIIOJSIM HE TMONAcThCSd Ha HE3aKOHHBIE YJIOBKU Tele(OHHBIX
MOTIICHHHKOB.

HpOTI/IBOCTOﬂTI) MOINICHHUKAaAM BO3MOYKHO JIMIIIb
NOBBIIIEHHON BHUMATEJIbHOCTBIO H 6[II/ITCJII)HOCTI)IO.



